E-safety & Mobile Phone Poliey

Bright Ees Childeare accepts that n the 21st Century the internet and social media are inherent to Pcopk'«s lives and important for
sharing information as well s a learning tool. However, We are also aware that this global network comes with its own risks and dangers.

We therefore set out the fol\owing guidelines to protect our children, staff and parents.

The internet is an accessible tool to children n ear\\f Years settings to extend and de\/eloP their knowledge via apps and educational videos.
Al c;xrl\f year's settings have a Aut\f to ensure that children are Protectc& from Potcnt]a\ harm both Within and bc\,ond the learning
environment. Every ef¥ort will be made to saqc\eguz;r& against all risks; however, it is hkel\/ that we Wil never be able to eliminate them. Any

ncidents that do arise will be dealt with quickly and according to policy to ensure that children and staff continue to be protected

fims of this policy

o To offer valuable guidance and resources to car\y years settings and practitioners to ensure that they can Prov'de 3 safe and secure

online environment for all children in their care.

e To raise awareness amongst staff and parents/carers of the Potent]a\ risks associated with onfine technologies, whilst also highlighting

the many educational and social benefits.
e To ensure adults are clear about Proceclures for misuse of any technologies both within and be\fon& the ear|\f years setting,

This Po\ic\f aPPhcs to all staff, children, parentsicarers, Visitors and contractors accessing the internet or using techﬂo\ogical devices on
the premises. This includes the use of Persona| devices such as mobile phones or iPads/tablets which are brought into the setting. This
Pohc\f is also apphcabk where staff or individuals have been Prov'n&e& with setting issued devices for use off-site, such as a work laptop

or mobile phone.

At Bright Eyes we Prov]de a diverse, balanced and relevant approach to the use of technologxf. Children are encouraged to maximise the
benefits and opportunities that technologxf has to offer. Children learn n an environment where security measures are balanced

appropriatel\f with the need to learn efq(\ect'\\/el\i. Our settings understand the importance of our E—Saq(‘et\f Pohc\/.

Staffistudents/Nolunteer's ResPons'nb'lht'nes

Our E-Safety Champion is April Turner - The role of the E-Safety Champion n our chideare setting includes:
e Ensuring that the E—Safet\, Pohc\f and associated documents are 'mp\emente&, reviewed and kept current.

e Ensuring that all staff are aware of reporting Proaeclures and requirements should an E—Safet\l incident occur.



Broadband and Age-Appropriate Filtering

Broadband provision is essential to the running of our setting. Many settings now use interet enabled devices, ncluding iPad educational
apps and games, to erhance the learning experience of children or as online tools for staff to track and share achievement. For this
reason, great care must be taken to ensure that there is a safe and secure internet access, appropriate for both adults and children.

Filtering levels are managed and monitored using online software 1111 Families Powae& by Cloudflare.

Emall

The setting onl\f Provi&es serior staff members wWith access to a Profess'\onal email account to use for all work related business, including
communication with parents and carers. This allows for email content to be monitored and protects staf¥ from the risk of allegations,
malicious emails or inappropriate contact with children and their families. All emails should be Profess]ona\ in tone and checked carcful\xl

before sending.

Email is covered by the Data Protection Act (2012) and the Freedom of information Act (2000) so safe practise should be followed in
respect of record keep’mg and security. Al staff are aware that all email commurications may be monitored at any time. Al users Mmust

report imme&]atel\f any email that makes them feel uncomfortable, is offensive, threating or bul\\{mg in nature.

Use of Social Networking Sites (advertising or parental contact)

Social networking sites such as Facebook or Instagram can be a useful advertising tool for ear\y years settings and can often be an
ef¥ective way of engaging With young or hard to reach parents. Due to the Pubhc nature of social networking and the 'mabiht\, 0 keep
content trul\f private, great care must be taken in the management and use of such sites. Al children and staf¥ are given the

opportunity to decline or accept to be include on our social media Platfom\s at enrolment.
o ldentifigble images of children should not be used on social networking sites, without parenta\ permission.

e To maintain Profess'\onal distance and to avoid unwanted contact, staff should not link their Persona\ social networking accounts to the

sett'nng's page.
® Ensure that privacy settings are set to maximum and checked regularhf.
All employees are encouraged to decline frien&sh'nps on social media from current parents on their personal accounts.

Our dedicated social media Personal are Apri\ Turner, Jessica Slater and Em'\l\f Rowe.

Mobile/Smart Phones

Many existing mobile technologies such as Portable media PL’;\fers, PDAs, gaming devices, mobile and smart phones are familiar to children
outside of nursery. They often Provide a collaborative, well-known device with Poss'nble internet access and thus open risk and misuse
associated With communication and internet use. Emerging technologies will be examined for educational benefit and the risk assessed

before use in the setting is allowed.



Personal Mobile Devices

EmP|0\,ees/\li5it0rs/i’arents are to sign in and out Persona\ mobile phones and devices for their own use. Personal mobile phones are kePt
in a drawer in the office and are onl\f to be used in the office during designated breaks. EmPloxfees bringing Persona| devices nto the

setting must ensure there is no inappropriate or legal content on the device.
Bright Ees is not responsibk for the loss, damage, or theft of any Pcrsonal mobile device.

Bright Eves Provided Mobile Devices

We Prov'\ée mobile technologies such as phones, |aptops, iPads. These devices should be used in the nursery and during outings and at the
end of the Ja\i be locked n the ﬁl]ng cabinet.

Managers are Proviée& with 3 IaPtoP and may on\xf be used to conduct nursery business outside of the nursery, this |aptoP should be

PasstrA Protected and stored in a secure P\ace overnight.

Al children will be supcr\/]seé whilst alwa\{s using these devices. Staf¥ and children are not authorised to download any apps or documents.

Photographs and Video's

Digital photographs and videos are an important part of the learning experience in early years settings and, as such, staff have a
resPonsib'\l'\t\, to ensure that they not only educate children about the safe and appropriate use of digital imagery, but also model good
practice themselves. As photographs and video's of children and staff are regarded as Persona\ data in terms of the Data Protection Act
(2018) we must have written permission for their use from the individual or their parent/carer which is given during enrolment. At Bright
Eyes We are aware of the issues surrounding the use of digital media online. Parentalicarer permission is regularly kept updated on Famly.
Parents/carers and staff are aware that full names and personal detalls will not be used n any digital media. particularly in association
with photographs. The use of Videos and cameras is not permitted in Bright Eyes. unless by an authorised member of staff with Bright
Ees equipment and for nursery purposes. When taking Photographs/v'\éeo, staffs ensures that subjects are aPProPr]atel\f dressed and are

not participating in activities that could be misinterpreted.

Storage of Imanes

lmages/ﬁlma of children are stored on the nurseries devices which are PassWOrd Protecte&. Rights of access to this material are restricted

to staf¥ within the confines of the nursery setting, All images are deleted at the end of the week.
Webcams and CCTN

Bright E\es uses CCTV for security and sawcet\f on the outside of the building and car Park. The on|\f persons With access to these are
the manager F\Prﬂ Turner and the |an&|aé\f Gaynor. Webcams are used by staff for meetings With outside agencies, parents and for

relevant training sessions.

HPPl'ncations (HPPs) for recording ?“P“ progress

Bright Eyes Childeare uses the Fam\xl app which allows staff to track and share 3 chids learning Journey online with parents and carers,
usua\l\, in the form of photographs and text. Faml\f has considerable berefits, including '\mproveé levels of engagement with parents and a

reduction n PQPCFWOFK but careful consideration must be given to safegu;xr&'ung and data security Pr'nnciples before use.

Personal staff mobile phones or devices (eg. Pad or iPhone) should not be used for any apps which record and store children's Personal
detals, attainment or photographs. Onl\{ setting issued devices may be used for such actiities, ensuring that any devices used are

aPPropriatel\f encr\fpteJ i taken off site. This is to prevent 3 data security breach in the event of loss or theft.



Data Storage and Security

In fine wiith the requirements of the Data Protection Act (2000), sensitive or personal data is recorded, processed, transferred, and made
avalable for access in the setting. This data must be accurate; secure, ra]rl\! and |a\m(‘ul|\f process; Proccssed for limited purposes and in
accordance With the data subjects rights; adequate, relevant and not excessive; kept no longer than Necessary; and on|\/ transferred to

others with adequate protection.

At Bright Eyes we SPec'nC\f how We keeP data secure and inform staff as to what the\f can/camnot do Wwith regard to data through this
E~Safte\f Pohc\{. IcT enables efficient and effective access to and storage of data for the management team and their staff members.

Bright E\es uses Faml\f for 4l children's data purposes. On|\f trained and designated members of staff have authority and access rights to
input or alter data. Bright Ees onl\f allows senior staff permission to ensure data is well maintained, secure and that appropriate access

i ProPerle managed With appropriate training Prov‘ded.

Al |aptops and computers are PassWOr& Protecte&. All work email accounts are password protected. A secure email fac'\l'\t\f is avalable for
staffs that need to send confidential information. Passwords should contain at least eight characters and contain upper and lower case
letters as well as numbers. Passwords should be €asy to remerber, but hard to guess. Staff should not share their passwords With
anyone; write their Passwods down or save PassWOrAs N Web browsers i offered to do so. Staf¥ should not use their username as a
password. Staff should not email their password or share it in an nstant message. staff should change their password if they think

someone May have found out what it is.

Staf¥ should be aware of who they are allowed to share information with. Clarification can be obtained from the nursery manager.
Sensitive information should on\xf be sent via the secure email system. Don't assume that thirA—Part\, orgarisations know how your

information should be protected.
The use of unencr\ﬁ)teJ memory storage devices to store information of 3 Personal sensitive or confidential nature is not Perm]tte&.
Staff should onl\f download files or programs from trusted sources, i in doubt they should seek advice from the Nursery manager.

Staff should lock sensitive information away when left unattended. Unauthorised People should ot be allowed into staff areas. Computer
screens should be Pos’ntioned s0 that they cannot be read by others who shouldn't have access to that information. Confidential documents

should ot be left out.

Staff should only take information offsite when authorised and only when necessary. On occasions when this is Necessary, staff should
ensure that the information is Protecte& offsite in the ways referred to above. Staff should be aware of their location and take
appropriate action to reduce the risk of theft. Staf¥ should ensure that they sign out completd\/ from any services they have used, for

example emall accounts.
Serious Incidents

If 3 serious incident occurs such as inappropriate content is accessed, the E—%a«fet\l incident log is made immc&'natel\,, the area manager is
informed and the use of device is suspencled until Bright Ees has had it checked by 3 trusted [T technician. Details of ALL E—Safet\f
incidents are recorded by staf¥ and monitored monthly by the nursery Manager.

Below is an examPlc of the incident log, which Bright Ees kcePs stored on 3 PassworA Protecte& device.



E—Safet\f Incident Log

Date of
incident

Name of
individual(s)
involved

Device details

Details of incident

Action and reasons

Checked by

Signed Nurser\{ Manager:

20" September 2023




